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Why we need Al in information security?
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How Al-powered cyberattacks will make fighting hackers
even harder

« Simple sequence-to-sequence machine
learning:

— monitor emails and conversations of a
compromised victim on an infected device

— tailor phishing messages to mimic the message
style of the victim to particular contacts in their
address book (convince them to click on a
malicious link)

— Al can learn social profile and online shopping
accounts

http://www.zdnet.com/article/how-ai-powered-cyberattacks-will-make-fighting-hackers-even-harder/
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Phishing-as-a-service is making it easier than ever for
hackers to steal your data

- an artificial intelligence system based on a semi-
supervised learning model that can navigate and interact
with the Internet just like an intelligent human being

— automatically gather information about input boxes, buttons, and

navigation links with minimal false positives
« Leak of any user's Email ID on

Linked in ) LinkedIn
Eelgrealaliuhalyouad « Leak of users email and phone
I A number and resume
« Deleting every user's LinkedIn
request

« Downloading every transcript
to videos from Lynda

« Downloading every Lynda
exercise files without a
premium membership
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Cloud-AlI Artificially Intelligent System Found 10 Security
Bugs in LinkedIn

 Clouddesk: providing intelligence machine
learning-based solutions to help
organizations identify and tackle online
threats in real-time

— artificial Intelligence system based on a semi-
supervised learning model that can navigate
and interact with the Internet just like an
intelligent human being
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breaking CAPTCHA

lﬂ

- Artificial Intelligence is good at breaking
CAPTCHA codes.

 To beat Google's latest reCAPTCHA system,
which is also powered by a sophisticated
artificial intelligence system to defend
websites against bots.
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Will Al usher in a new era of hacking?

» Hackers are using malware and phishing
scams to steal Netflix users' passwords,
bank details
— Inadvertently downloaded Infostealer.Banload

— back door to steal information and download
potentially malicious files ST

Artificial intelligence—could one
day become the go-to hacking tool

2017 © BAIRFEED
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Will Al usher in a new era of hacking?

 Vulnerability discovery is a double-edge sword
« Rent-a-hacker services B

 Building mathematlcal ,
models basedon A
malware samples that « [/
can gauge whether
certain activity on a

Not.

http://www.pcworld.com/article/3142940/security/will-ai-usher-in-a-new-era-of-hacking.html
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MIT builds Artificial Intelligence system that can detect
85% of Cyber Attacks

« MIT builds Artificial Intelligence system that
can detect 85% of Cyber Attacks

« The more data it analyzes, the more
accurate it becomes

Artificial-Intelligence based Cyber Security System

' 2017 © AMTHEER
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Al security startup

Name Founded Features

Darktrace 2013/UK Self-learning intelligence of the human immune system (energy and utilities, financial services,
telecommunications, healthcare, manufacturing, retail and transportation)

Jask 2015/USA New Al-based approach that produces the precious few alerts that detect real actual attacks

Deep 2014/Isarel Leveraging deep learning’ s predictive capabilities, Deep Instinct’ s on-device, proactive

instinct solution protects against zero-day threats and APT attacks with industry leading accuracy

Harvest.ai 2014/USA Al-based algorithms to learn the business value of critical documents across an organization,
detect and stop data breaches from targeted attacks and insider threat before data is stolen.

PatternEx 2013/USA Threat Prediction Platform is designed to create “virtual security analysts” that mimic the
intuition of human security analysts in real time and at scale

Vectra 2011/USA Prioritizes attacks that pose the greatest business risk, enabling organizations to quickly make

Networks decisions on where to focus their time and resources

Status Today | 2015/UK Insider threat and data breaches using a patent pending Artificial Intelligence that
understands Human Behavior

Cyberlytic 2013/UK Prioritizes the workload of security teams and reduces response times from cyber attacks to
seconds

Neokami 2014/Germany | Leveraging Artificial Intelligence to discover, secure and govern sensitive data in the cloud, on
premise, or across their physical assets.

Fortscale 2012/USA User behavior analytics (UEBA) solution combines expertise from the Israeli Defense Force’ s

elite security unit, big data analytics and advanced machine learning
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- In the context of classification, adversarial
samples are crafted to force a target
model to classify them in a class di erent
from their legitimate class.
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IEEE Security & Privacy 2016
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« Model training and use. e plane represents all possible
input feature vectors. For each sample, the input feature
values uniquely identify its coordinates in the plane. Two
classes A and B (that is, spam and not spam) are regions In
a two-dimensional plane separated by the smooth curved

line.

IEEE Security & Privacy 2016

Training samples

Adversarial
regions

Adversarial
regions

e

Class A

Adversarial
regions
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Malware Classification using Data Analytics

PCA, projection, Neural Network, Deep Neural

Naive Bayes, Ripper, SVM hidden variables Network, Projection
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