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AlphaGo T ARRIESRMIETFH]  « Stephen Hawking - will Al kill or save

A humankind?

- HEBEMME - AlTEARPE -5+ Elon Musk, Bill Gates and Steve
B EE S AL - KRR TFE Wozniak also expressed their
Al BEE I EFFE M ZER A8 concerns about the dangers of Al
A48 (ZFRITE) SE B Source: BBC News
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i 1. Chatbot-Hil X&zs A

CEEE A AR EIERS Il Az:0 SR ARVAILL
(Ted Livingston, Kik gl##0 )
- &5 =, GUI éian_ECUI Conversational User Interface & I£

ERENEI KRR [EE - BE5 IS ERE

[&: ZIFFIT

www.applozic.com
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mh ChatbotfERt& Y

» Chatbot@&&aXF - B KBEABSHE - FREE
am I\ 1B P58 2

- 2016F4H - Facebookz§3Bot Engine - /&I
EJ"%; 52 /2 #8318 38 Chatbot App

2R BUAERPIERE

YEE?‘TEFH%@HEL—E%? B AR =5 AErica
BASRERNRE  ENFZERERIEN
RIS

— I BT 20167 BAMELE R - ETiS
AR K ez AEEB AR IR ER " &2H
% 1 ( Smart Nation ) EXSRRYEINIEL T AR 75

Reference:Zi177F1€

>HH
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h B ChatbotB2B=FE

2005 ZE A2 = 2 R CyberLoverfJchatbotiZ= -
MAZET 250 2K 78 HUE A BB Th B E R
o EAMEIIRZEA - TE300EANEL10E A ENL
SR A&
o BEEEMIE AZEV—(ETENERIFIE - MEAL
RAKEWAARZHEEEEELBAANS=EN
« REEE—TESIKEARZ —
BARKEZEILBSocial et R T e
Network%@ﬁﬁ S J/\/UEE%EZ ;':"s;::?m“" & ;om.k»uumn
E AP FLEEARERRE | cacommma

Mapansrrim: wits / CITs Semoncrs  Sex chat

ﬁ% 1E\U ﬁ;% %:—'DE fc fimaﬁo Ry | Pasaen 25 Covcrear sem

Ovrectory:

—_— e — Last bime refresh:
A §D %E. % g:‘-:i.l: |: ’ EIE == Bpeams mocresnere ofucananma: 20.01. 2006, 10:9%2
— o NE g /00N 75N Cnecox npeacran=rentmwil («nes npeacrannre

Chatbotfeg=ZE & E 5

Src: EFAZ = #iE Information Security
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71 Chatboto] BE#R £

Q@AE’JAIHBI]%TA%“/\TayZIK?K%%—1IEI*’“‘*’AE/\*EE’\H’Ti\5‘B
W AZ24/NFAVERY ©— 1,“|79fr E‘Z%%

. Tayu: M ER A ST EABIng =
S EMFEERRE " EITE AT
f@ﬁtpﬁ’]g SREAMTST WA LS N
=R A - ERWELS-245% h!""“‘“mw “ Sl

OEEIEE . SEEA g e g
= EENYERAAME BRES . B
E)] N http://www.torontosun. com/201 6/03/24/microsofts-

ai-chat-bot-tay-learns-how-to-be-a-racist-sexist-bigot

» DERAZ —RRYFEE A H] fT&%%/\TayETwrcte e
ZHHE FNEE 7 - TayE ) 7 AUEEGRS W B
1,%[ $ﬂ/f\{f%lc/f\;|%-2—|:,é‘(7? http://www.ithome.com.tw/news/104851
7 EPETITFTERTTIOY




M Chatbot&# &2 ST R E

ESAIEChatbot 2 G FEIZIAE A ML - FHEESS
= ZFIZE S phishing, whaling, CSRF ¥ clickjacking 2

- RTMIE . FEZETE (@ metasploit) EAEMHIX
e NEE  DIXRBEERDETEREE  HZEZEE
EZI K%z A\BEEER - ZRoEANAZZEmE

s MRXTEWE . BARAHEKE (MNARRER ) @ BEA
B ( BEFNERESEAER ) WEXREERNBEE RN
STEENEIE - EE" M A" ENESERNR
B &) R AV B E =

Reference: Sage Group,
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m 2. Self-driving Car- BEE

Levels of Driving Automation

Google
Self-Driving Car
(in experiment)

SAE 13016

P73
‘O ey

Advanced Driver
Assistance System
(ADAS)

AUTOMATED DRIVING SYSTEM
MONITORS DRIVING ENVIRONMENT

HUMAN DRIVER
MONITORS DRIVING ENVIRONMENT

o 3

No Automation Driver Partial Conditional High Full
Asslistance Automation Automation Automation Automation

Src : Can You Trust Autonomous Vehicles: Contactless Attacks against Sensors of Self-Driving Vehicles (Qihoo360 SKY-GO Team GO)
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g EEE A T EEFENRAREITETE  SEFES
fESensor=EH B EEf

AUTOMATED/CONNECTED VEHICLE

LIDAR

Camera

wheel encoder

On-Board Unit, emaps

ultrasonic sensors

Source: Blackhat 2015
10
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RIS R ﬁﬁ%taﬁ
Tesla: A Tragic Loss

wh 5 2 55 Y[ e

T’ﬂEEiﬁ LT P 7 ERRE NEE
S

oy

US> Trailer turns left
in front of the Tesla
* First fatal crash while using ¥ .0
AutopiIOt 0“ May 7, 201 6. Tesla doesn't stop' o Ljy
T hitting the trailer a
* Reliability of sensors. and traveling o ¥
under it Tesla
veers off
.: road and strikes . _
two fences and a £ Y 2
power pole

Source: The New York Times

BSAZN -« LOFTER ~

First Tesla Accident in China Caused by Autopilot

| ARERFARIE—ER SRR

Ref: Can You Trust Autonomous Vehicles: Contactless Attacks ad@fstSenssrs'ofSelfeBriving Vehicles (Qihoo360 SKY-GO Team GO)
11
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« Contactless Attacks(Z EZSensor )
— Bliding Camera m—
— Attacking Sensor
— Attacking Radar
— Attacking Lidar

« Cyber Remote Attack
UNEEELENY
— Hacking On-board
Unit
— Hacking Wireless
Communication

Source : Can You Trust Autonomous Vehicles: Contactless Attacks
against Sensors of Self-Driving Vehicles (Qihoo360 SKY-GO Team GO)

12 2017 @ M TRFLES



M SensorZ - Camera (LED spot)

Attacking Cameras — Setup > Blinding Cameras —
Results with LED spot

Attack:
* Blinding

liteifarors: Partial blinding Total blinding

* LED spot ($10)
* Laser pointer ($9)
* Infrared LED spot ($11)

Cameras:
Mobileye, PointGrey

LED toward the board LED toward camera Tonal Distribution

» Blinding Cameras —Results with Laser beam

Total blinding Total blinding

Fixed laser beam Wobbling laser beam Damaged Permanently damaged

13 2017 @ M TRFLES




m HREENE - AREZERR

Attack Paradigm :

1. Remote compromise

2. Gathering Vehicle
Information

3. CAN Message analysis (in
advance) {

4. CAN message injection
« Reprogram firmware
 Functionality

2014 Jeep Cherokee

Source: Blackhat 2015
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3. Drone — #E A

Amazon petitions the FAA to approve
drone delivery tests

https://WWW.owasp.org/images/S/Se/Oll/é/ASP201 604_Drones.pdf
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Parrot AR Drone Elite Quadcopter DBPower Hawkeyes 2nd FPV Cheerson CX-10w

2016 £ 10 A - =B EZZEZTAG 7 3 REEARK - GREIRBEAKIER
BHRAR - HBERZEEEHRE

FIREwEAREME
- RESFEoaNEPNEER R - WAINEUSE P MRE AR RITIZERE -
FrEAfER T - THIRRRE b
MERAREZEEER
- EABFTRREZE app - EAF_FERERTHE - ATOEERXLBA - B
EEANEBRMAAR Y - BIEZBUEAHIB
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M EAKEHKELURRAER

« Remote Control Drone Disrupt

— AEWI-Fis@sH - &
— o] Mtake off, spin
clockwise, and land=s

M ENE

« GPS Disruption
(322X ERGPSEHAR)
— GPS Spoofing
— GPS Jammers

https://www.owasp.org/images/5/5e/0 \Q{ASPZOl 604_Drones.pdf
1
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