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Internet of Things Definition
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“In the world of IoT, even cows will be connected” (
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The Internet of Things (loT) is the network of physical objects or "things"
embedded with electronics, software, sensors and connectivity to enable
it to achieve greater value and service by exchanging data with the
manufacturer, operator and/or other connected devices. Each thing is

uniquely identifiable through its embedded computing system but is able
to interoperate within the existing Internet infrastructure.

loT = Devices (RFID tags, Sensors, ..) +
Networks + Services + Data + Analytics



loT Size & Potential

World
Population 6.3 Billion 6.8 Billion 7.2 Billion
Connected 544 pMillion 12.5 Billion 25 Billion

Devices

More

connected

7.6 Billion

50 Billion

Connected devices
Devices E than 6.58
Per Person people N
2020

loT Potential Applications
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Urban Planning

Smart Cities

Sustainable Environments
Healthcare

Emergency Response
Waste Management
Intelligent Shopping
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Source : CISCO

Smart Product Management
Smart Meters
Smart Homes
Smart Automobiles

Smart Agriculture (cows)
Smart Grid
Intelligent Business Decisions



Examples of loT

Google Glass Weight Scale

Sense Mother Jawbone Up Light bulb

==

Nest Thermostat Belkin Wemo Firefox iKettle




loT Architectural Design

Question : How to build systems that work well ?

v" Breaking them into tractable components.

v' “Modularity based on abstraction is the way things get done.” — Liskov

v If you can’t manage, evolve, or understand a system, probably don’t have
the right abstraction.
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Energy Administration Architecture

Application servers;
Database servers

i

@ IP/MPLS

() (P )

WiFi @

& (8" (&

urnace

Reliability improvement Asset managemet

Smart metering



Water Administration Architecture
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Smart City Architecture

Application servers;
Database servers
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loT Technologies

Sensor Analytics

detect anomalies

Stream Analytics

enables developers to combine streams of data
with historic records to derive business insights

Real-time Analytics

enables business users to get up-to-the-minute
data by directly accessing OS

—

Big Data Analytics

analyze a mix of structured, semi-structured
and unstructured data

Machine Learning Analytics

building of the predictive models by using
machine learning techniques

Statistical Analytics
find patterns and identify trends

10



Big Data

ASA
2005 — Roger Magoulas uses the term “Big Data”

International Year of Statistics - 2013
McKinsey Global Institute
Big Data: The next frontier for innovation, Competition, and productivity.

McKinsey Global Institute, May 2011

White House
Big Data Initiative : $200 Million in New R&D Investment on Big Data for
scientific discovery, environmental and biomedical research, education, and

national security
Press Release. White House gf OSTP. March 29 , 2012

The New Oil

As far back as 2006, market researcher Cliver Humby declared data “the
new oil.” Just as oil once fired dreams a century or more ago, data is today
driving a vision of economic and technical innovation. If “crude” data can
be extracted, refined, and piped to where it can impact decisions in real

time, its value will soar. CISCO ISBG, June 2012
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Big Data : Size

The United States has one-third of the world’s data

Data universe in 2012 Average stored data per US firm with more than
100% = 2,837 exabytes’ 1,000 employees, 2009
Terabytes

Banking 1,931
Manufacturing? 1,798
Communications 1.792
Utilities 1.507
Government 1,312
Insurance 870
Resource industries 825
Transportation 801

Retail 697
Whalesale 536

Health care? 370

Education 319
Professional services | 278
Construction 23

Consumer services 150

Investment services 3,866

1 One exabyte = 1,024 terabytes, nearfy 2.5 times as large as US Library of Congress web archive (as of May 2013).
2 The large number of firms in the manufacturing and health-care sectors reduces the available storage per company.
SOURCE: IDC; US Bureau of Labor Statistics; US Library of Congress; McKinsey Global Institute analysis



Volume

4

Velocity

The 3Vs of Big Data

90% of the data in the world
today was created within
the last two years

People to People
People to Machine
Machine to Machine

2.9 emails sent

every second

20 hours of video uploaded
every minute

50 million tweets per day

Variety
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Big Data Ecosystem

Generation Operational IT Analytics Usage

Data Class Types Store Access Prepare Analyze Visualize Analyze Business

Data Analytics Business Analysis
v" Algorithmics v Decision Support
v' automation v' Justin Time
v" In Real Time Business Model
Business Analytics Business User
v’ Visualization v" Market
v’ Interoperate with Penetration
SQL -RDBMs Enhancement
v" BI/EDW v" Cash Flow/ROI

Source : Sybase
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Analytics: Static Data vs. Streaming Data

Static Data Streaming Data

Multiple Passes Single Pass
Persistent Inherently Temporal
Offline Analytics Online as well as Offline Analytics
Analytics Based on All the Data Analytics Based on a Subset of Data
Only the current state is relevant Consideration of the order of the input
Relatively low update rate Potentially high update rate
Little or no time requirements Real-time requirements
Assumes exact data Assumes outdated/inaccurate data
Plannable query processing Variable data arrival and data characteristics
Persistent relational data Volatile transient data streams
Random access Sequential access
One-time queries Continuous queries
Unlimited secondary storage Limited main memory
Only the current state is relevant Consideration of the order of the input
Relatively low update rate Potentially high update rate
Little or no time requirements Real-time requirements
Assumes exact data Assume outdated / inaccurate data

Standing queries Ad-hoc queries
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Big Data Challenges & Data Life of Cycle

v Sensor data brings numerous challenges with it in the context of data collection, storage and
processing. This is because sensor data processing often requires efficient in-network and
real-time data stream processing from massive volumes of possibly uncertain data from
various sources. The data generated from these sensors arrives in the form of streams.

v At every phase of the big data life cycle, there are research issues along each steps

v To handle these streaming sensor data model-based techniques are employed, such as :
statistical, signal processing, regression-based, machine learning, probabilistic, time series.

Input Raw Data Output

N ——

Interpretation &
Presentation

N 7

Cleaning, Validation
and Serialization

N 7

Transformation DB Storage &
& Augmentation «——> Management

Collection

Mining & Analytics
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Sensors & Data

Let us denote a sensor network as 5= {5; | 1 = j = m} = Sensor network consisting of sensors s;,
where j=(1... m).

5; = Sensor identifier for a sensorin 5.

vij= Sensor value observed by the sensor sj at time tj, such as vij € R, the real numbers.

vi= Row vector of all sensor values observed at time ti, such aswvi € R™,

Vij = Random variable associated with the sensor value ;.

Data 5treams

Let us denote a data stream as D; = {(t; v;)}, an ordered sequence of data tuples, where v; is the
sensor value at time ti.

A data stream is a structured tuple composed of time (implicit or explicit) and sensor values.

vij, defined above, is a data stream element.

vi, defined above, is a data stream.

Data 5treams

* The general data stream model can be defined as, an infinite tuple of time and values.

* In the example, time is defined implicitly by index ; and explicitly by time t;, sensor identifiers are
either the sensor ID s; or the sensor spatial coordinates x; (i.e. longitude) and yj (i.e. latitude), and
the sensor reading value v;.

i ti 5j Xj Yi Vij
1 10:00 1 0.5 3.5 1.8
1 10:00 2 2.0 2.5 0.5
1 10:00 3 4.0 0.5 2.5
1 10:00 4 3.5 3.0 2.9
2 10:15 1 0.5 3.5 1.9
2 10:15 2 2.0 2.5 5.9
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Example of Model-based Technique : Kalman Filter

Probabilistic Models: In sensor data cleaning, inferring sensor values is perhaps the most import
task, since systems can then detect and clean dirty sensor values by comparing raw sensor values

with the corresponding inferred sensor values.
The Kalman filter is perhaps on of the most common probabilistic models to compute inferred

values corresponding to raw sensor values.

probability
distribution inferred

expected value
\ Y

anomaly e
oV

7]

value
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The Sliding Window Model

In the sliding window model, only the recent past is the objective concern of stream

processing. The fundamental sliding windows are of fixed size, which are similar to first-in,

first-out data structure.

v The input is still a stream of data values or elements.

v A data value arrives at each time instant; it later expires after a number of time stamps
equal to the window size n

v The current window at any time instant is the set of data elements that have not yet
expired.

Expired Data Future Data

Window Sizen=8

IPpacket 'p, P, Py Pal Ps Ps P; Ps Ps Pw Pu PuzlPua Pu P

time PO NS ISR e & Y b ts to tiy t oty by By
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Hadoop

v’ Processing Platform for Big Data Processing

v’ Using the “MapReduce” processing technique
v' MapReduce is the processing part of Hadoop
v" HDFS is the data part of Hadoop

v’ Attributes
v" Highly scalable
v" Commodity HW-based
v" Open source: low cost
v’ Batch processing centric

Hive

HBase

MapReduce

Mahout

Projects | — Pig

Oozie

Flume

Machine - Scoop

Set of open source projects



Map->Reduce and HDFS Architecture

Master

/ \
el %\ JobTracker keeps track of jobs being run

NameNode \\ %, NameNode keeps information on
\ \\ data location

Slave Slave Slave
/ ',
TaskTracker TaskTracker TaskTracker
DataNode DataNode DataNode

Machine Machine Machine
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The Eight Fallacies of Distributed Computing

. The network is reliable

. Latency is zero

. Bandwidth is infinite

. The network is secure

. Topology doesn’t change

. There is one administrator

. Transport cost is zero

. The network is homogeneous

coONNOYOUL B WDN B

Source: Peter Deutsch
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Calculations per Second per $1,000
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Exponential Growth of Computing

All Human Brains

By 2020s, computers have the same power as the human brain
One Mouse Brain

............................................................................

............................................................................

e ® One Insect Brain

Logarithmic Plot

1900 1920 1940 1960 1980 2000 2020 2040 2060 2080 2100

Source

: Ray Kurzweil Year
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Deep Learning

What is Deep Learning

v’ Iterative Algorithm

v’ Learning at different levels of abstraction
v Non-linear transforms

v’ Typically neural nets

Examples of Iterative Algorithm

v' Genetic programming
v Neural networks

v/ Quantum computers
v' Wisdom of Crowds

24



Google First Quantum Computer

“We actually think quantum
machine learning may provide
the most creative problem-
solving process under the known
laws of physics.” — Google Blog

© 13 8095,
T .UNDER
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“In the future, every decision that mankind makes is going
to be informed by a cognitive system like Watson.”

Ginni Rometty, CEO of IBM

Deep Learning Application Areas
/N

Network security
risks
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Big Data Tecﬁnofogies

Big Data Market

Opportunities, Risks, & quita[ Trends

A[goritﬁmic Accountaﬁi[ity ® Privacy
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Rainmaker |
Prophet

“we now uncover as much data in
48 hours — 1.8 zettabytes — as
humans gathered from the dawn of
civilization to the year 2003”

Eric Schmidt

Go ugle

oo 8.
I.EAIINING WITIl

.:T' 5 3 — ‘\' ‘ B .

: A B ko 1 oy vertes ” n I F

Viktor Mayer-Schénberger _ i iy .
E -\ ; ar . o

| THE FUTURE oF enufmun

«  VIKTOR MATER-SCHONDENSER
155 KFNMHH CUKIER -
-

ﬂ BELFER CENTER

for Sci and International Affai

F RIS BATA

28



Rainmaker Il ™
Knowledge Marketer

WALL STRE = -
iR HDR Technology

Ga rtner Forbes McKinsey&Company

Big Data Hype Circle Big Data Maturity Model

visibility

Basic Education — Drive the Bandwagon

ADAPTIVE

Reality Check —Manage Expectations

ADOPTIVE

s —Real Value

Customer Success Storie:

STRATEGIC
VALUE GAP

DEFINED

Tipo’ the hat to H&K's Josh Reynolds for
collaborating on how to approach the Hype Cycle
from AR and marketing points-of-view.

BUSINESS VALUE

EXPLORATORY
K of

' UNAWARE '
Technology I';?Izt:d Trough of Slope of Enli “Plateaq of
rigger E A P

Trigg E Disill y
time L
Years to mainstream adoption: absoieta CA PA B I L]TI ES
Olessthan 2years © 2to5years @5to10 years A morethan 10 years @ before plateau
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Create Perception with Correlation

IDC: 40% CAGR in
digital information

a0
1800
o Totel oo B0
) oo
- Totel shorage EN)
3
§ o
10
1000 Exabyte Age
Transachons
o Zottabyte Age

Inmeractions

Hype
* correlation doesn’t prove causation

Twitter: Now over NCBI GenBank: Protein sequences
50M tweets per day double every 18 months
120
SOM

100

34,722 tweets/min

40M
0

0
1882 1987 1992 1997 2002 2007

source: Google

... with new data sources and data types

M

Devices

Statistics
phones, vehicles, set-top boxes, open government / public transparency
power meters, RFID, GPS

Social
interactions, behaviors,
user generated content

Enterprise
web analytics, customer database
marketing, business operations
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Let’s Look At Some Specific Industries

RETAIL () TELECOMMUNICATIONS

49% _\ A’ $9.6 bn
CONSULTING ’ CONSULTING
39% Ha $5.0 bn
AIR TRANSPORTATION @ STEEL
2% Y7 ®®3543bn
CONSTRUCTION g7 AUTOMOBILE
20% O ﬁ$4.2 bn

FOOD PRODUCTS amm = FOOD PRODUCTS

20% == == $3.4bn
STEEL ® AIR TRANSPORTATION
20% 0@ *'53 4bn
AUTOMOBILE . =f, CONSTRUCTION
19% 0'952 obn
INDUSTRIAL INSTRUMENTS RETAIL
18% = $1.2bn

PUBLISH:g‘y(:': LE!J

TELECOMMUNICATIONS ®
17% A

INDUSTRIAL INSTRUMENTS
$0.8 bn

PUBLISHING
LE!J $0.4 bn

source: Sybase

Formulate lllusion

TELECOMMUNICATIONS

396 -
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34 -
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AIR TRANSPORTATION

34
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PUBLISHING

400 -

MILLION
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fieeeee
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GENTS
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Umbrella
Business Marketer

Vertical Apps Ad/Media Apps Business
Bvioom - [EEEEES eollectivel1] Intelligence
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Problem

—t
Whose Problem ? =
o
TBytes
250
Can‘t process all of this data on one machine
200 5 o ; :
- Distribute the processing to many machines
150
100
; p—
. | | |
You Facebook Yahoo! Groups  German Climate
@ Computing Centre
Questions :
1 You want to solve IT giants' (Google/FB) problems ?
YOU ARE 2 You want to solve future problems with today’s technologies and price ?
GOOD 3 Forging illusive needs immediately to leverage technology trends ?

Avoid Fallacy of Irrelevancy

“Excel is very powerful. The fact is that programmers generally don't realize this.” (Jay, LinkedIn)
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Big Data Tecﬁnofogies

Big Data Market

Opportunities, Risks, & Cc_lpim[ Trends

A[goritﬁmic Accountaﬁi[ity ® Privacy
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Big Data Business Model

Information based Information based Information based
differentiation brokering delivery networks
Create ne\.N SEIVICE Sell raw information Foster marketplaces
offerings
Provide

Satisfy customers Drive deal making

benchmarking

Provide contextual Deliver analysis and

. Enable advertisin
relevance insights 8

(HBR, 2012)

Questions Addressed by Data Analytics

Past Present Future
What happened ? What is happening ? What will happen ?
Information (Reporting) (Alert) (Extrapolation)

How and why did it
happen?

(Modeling
experimental design)

What’s the best/worst
than can happen?
(prediction,
optimization)

What’s the next best
action?
(recommendation)

Insight

(Harris & Morrison)



Case Studies

Target used data mining to predict buying habits of customer going

through major life events

v' Target was able to identify 25 products that when analyzed together helped
determine a “pregnancy prediction” score

v" Sent baby-related promotions to women based score

TARGET

Outcome

v Sales of Target’s Mom and Baby products sharply increased soon after
advertising campaigns

v Privacy concerns: Target had to adjust how it communicated the new
promotions

( ) General Electric using Big Data to optimize the service contracts &
~ maintenance.

Netflix used Big Data to predict if a TV show will be successful — “House
of Cards” series, Director & promotion.

LinkedIn used Big Data to develop “People You May Know” products -

Lirbued [TT]

30% higher click-thru-rates
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Gartner Hype Cycle

Technology Peak of Trough of Slope of Plateau of
Tigger Inflated Disillusionment Enlightenment Productivity
A Expectations

Buying Danger
opportunity Zone
#1

~

opportunity
#2

Real Value \

Visibility in Media

Education

> Time

2 years 5 years

Source : Gartner; Dr. Kenny Huang Revised



Buying
opportunity
#1

Danger
Zone

Hype Cycle and Technology Adoption

Cycle Plotted Together

opportunity

Buying

#2

Visibility in Media

Ny

Technglogy Peaf( of Trough of Slope of Plateau of

igger Inflated Disillusionment Enlightenment Productivity

Expectations : -
. > Time
Chasm
Early :
Innovators Adapters Early Ma.:jority Late Majority Laggards

2.5% 13:5% 34%_6 34% 16% -

2 years 5 years Time

Source : Dr. Kenny Huang Revised
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Big Data Visibility and Demand

“Big Data” Google Trends @2015.06.04

us TW

T e

e Note
2011 2013 2015 2011 2013 2015

2015 Gartner research on adoption of Hadoop Technology

26% piloting

11% may invest in 1 year
7% may invest in 2 years

"Future demand for Hadoop looks fairly anemic over at least
the next 24 months”. Merv Adrian, Gartner Research. (2015)
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Big Data Buying Opportunity for Taiwan

Big Data Visibility
as of June 2015

/

>

Visibility in Media

v

> Time

2017 < Time *

Source : Gartner; Dr. Kenny Huang Revised

* Ref revised Hype cycle diagram, Google trends 2015, Gartner research 2015
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Risk-Return Tradeoff

Risk Acceptance

New Innovation !!

uJn}ay paliadx3

Risk (Standard Deviation)

Source : Dr. Kenny Huang Illustration
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Investment Risking Model

Risk Acceptance
Risk Mitigation

Risk Avoidance

Risk Acceptance
Risk Mitigation

Risk Avoidance

Business Entity
Startup; Series A
Due Diligence

Change Investment Objects

Government Institution
Don’t Use Taxpayers’ Money
Pilot Projects; Research

Change Technology Policy
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Big Data Adoption Strategy

@ 5
c T business
o
o
(7))
)
(2’
o
et
>
i
=
< 3
business

Source : MIT Sloan

® Focus on your own

2
o @ Focus onyour own

Low

® Adopt and separate; or

Adopt keep internal; or

® Attack back and disrupt
the disruption

® Attack back and disrupt
the disruption; or

® Embrace the innovation
and scale it up

High
Motivation To Response
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Financial Model Quizzes

cost
2,
(o)

Fixed cost

sales BEP

[ ]

Big Data
Technology
Provider

*BEP : Breakeven Point

cost

B

1\
Fixed cost ?‘0&\
\ (OﬁﬁA

lrﬂ(\ (
\v
sales BEP

Big Data
As A Service

cost

C

(o)
).
&

Fixed cost L

S

sales B_EP

[ ]

Big Data
Solution
Integration
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Global Capital Market Trends

MM USD
140,000
SN EERERASLZE (BEET) 1239 85T/ PE
120,000 //\/'
100,000 AV
/ A 746 2R /ES
80,000
L’. == CN
A /\ e=fi= HK
e \/N
e KR
40,000
20,000
122 (8257 /426
ST 80 (8T AT
0 - : Y,,rl'*ma%ﬁ/esg
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Source : Designed by Dr. Kenny Huang
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Game Rule : You Pick The Valuation, | Pick The Terms

== [umber of VT deak #— Mumber of IPCs
2500 r &0
2000 - - 40
1500 - - 30
1000 20
500 10
*
Source: PwC 0+ - T - - - - =0
2001 2002 2003 2004 2005 2006 2007 2008 2009 2040 204 2042 2013 2M4
IPOs and Private Financing Deals in the Tech Sector since 2000 (United States)
Investment Stake Implied Liguidation Particlpation
Company Round  cmm) Diluted  Valuation ($MM) Preference  Rights
Uber Series E 1,200 3% 44271 1x
AlrBnB Serigs O 475 5% 10,521 1x
Dropbox Series C 325 3% 9.3ra 1x
Square Series E 150 3% 5265 1x
Pinterest Series F 160 4% 4,558 1x
Cloudera Series F aro 9% 4,288 1x
DocuSign Series E 30 2% 1,583 1x 1.5x
Lookout Series F a7 B% 1,381 1x
Jasper Series F 50 4% 1,313 1x
Source: Techcrunch AppNexus Series E 60 5% 1,194 1x
Good Technology Series C 101 9% 1,130 1x 2.5x

If there is a bubble, investors would recover their investment and perhaps walk away

with positive return, the biggest losers for sure would be the employees and founders.
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WHERE BIG DATA INVESTMENT GOES
Real-time data takes a backseat to historical data.

VELOCITY OF DATA

COST SAVINGS AND 3
EFF'CIENCY ................. 8

VOLUME OF -+ 16

DATA  EEAYOG ... PROCESS

IMPROVEMENT

VARIETY OF -+ -eeee: €
DATA

SOURCE NEWVANTAGE PARTNERS 2014 BIG DATA
EXECUTIVE SURVEY HBR.ORG
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Algorithms Rule The World

We should interrogate the architecture of
cyberspace as we interrogate the code of
Congress.

- Lawrence Lessig, Code is Law, 2000

BIBIC theguardian

Technology Mathematics

When algorithms control the world How algorithms rule the world

CHRISTOPHER STEINER

R WMIGIEDR

HOW ALGORITHMS CAME ALGORITHMS TARE CONTROL
OF WALL STREET

49



Algorithmic Accountability

Algorithms Are Everywhere

Political messaging
~ Romantic matching
_ Policing
, Predictive bots .  Welfare management
Credit scores Teacher scoring |
nsider tradingiPhone censorship
IRS audit flags Medicare management _

RedistrictingStudent matchingGovernment Censorship
Twitter trends News personalization

TSA Amazon pricing

Algorithmic Confusing
v’ Algorithms are not transparent
v’ Technical complexity is a barrier

Algorithmic Accountability
v" How can we characterize the bias or power of an algorithm?
v" When might algorithms be wronging us, or making
consequential decisions?
v" What role should be involved in holding algorithmic power
to account ?

(Nick Diakopoulos)



Algorithmic Power : Decisions

Prioritization 3 2 1

Classification

Association >

Filtering
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Input / Output of An Algorithm
/

Input —— @ EETHTT < Output

/

WSJ Price Discrimination

Do different people pay different prices depending on
their geography or browser history ? Yes

Staples.com

/

Input ——— @ .ELTHT < Output

/

Source: WSJ, Dec 2012
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Likelihood of receiving higher prices, by ZIP code

No data

Transparency
v Voluntary incentives for self-disclosure about algorithms
v Trade secrets
v' Gaming / manipulation
» Goodhart’s Law: “ When a measure becomes a target, it ceases
to be a good measure.”
v Cognitive complexity
» Transparency information needs to be accessible and
understandable
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Other Stories from Algorithms

v’ Discriminatory / Unfair

v Mistake that denies a service
v’ Censorship

v’ Breaks law or social norm

v’ False Prediction

Next Step

v’ Teaching algorithmic accountability
v" It will be messy and hard
v’ Legal issues
v' Computer Fraud and Abuse Act
v" Ethical implications of publishing more information
v’ Transparency policy
v' What factors to expose, frequency, format of disclosure
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Critical Considerations for Big Data Practices

Privacy Transparency Ownership

Customers will want to know Customers will want Customers will expect

»that you are collecting data >»an unique URL where they >to be the owner of the

»why and what you are can see what you’'ve data & be the copyright
collecting collected holder.

»that their confidentiality is  »to know what sensors you > To decide who they allow

preserved are using access to (might not even

»that their data is accessible >that an API is interrogating be you)
the data
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Concern with Big Data Practices

Data Storage and Security

Very much
Somewhat -

Only a little I

Notatal |
No response i

Collection of Location Data

Very much
Somewhat -

Only alitle [l
Notatall i
No response |}

Source : Whitehouse Big Data Review

Transparency About Date Use

Very much
Somewhat .
Only a iittle I
Not at all |
No response I

Collection of Video/Audio Data

Very much
Somewhat -

Only a little i
Not at all I

No response i

Legal Standards & Oversight

Very much
Somewhat .

Only a little |
Not at all |

No response I

Collection of Telecom Data

Very much
Somewhat -

Only a little .
Not at all |

No response l
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PRISM Tasking Process

Target Analyst inputs selectors into
Unified Targeting Tool (UTT)

Survelllance—> W

W< — Pending Stored Comms

S2 FAA Adjudicators in Each Product Line
Targeting Review/Validation

Special FISA Oversight and Processing

(Sv4)
Stored Comms Review /Validation

Surveillance —>

&(—-— Pending Stored Comms

Targeting and Mission Management (S343)
Final Targeting Review and Release

2

2

Unified Targeting Tool (UTT)

2\

v

PRINTAURA; Site Selector
Distribution Manager

Survelllance ——>»

< Targeting
Providers Selectors

k— Pending Stored Comms

FBI
Electronic Communications Survelllance Unit (ECSU)

Research & Validate NO USPERS

|

¢(— Stored Comms Release

(Google, i

>{ Data Intercept Technology Unit (DITU)

FBI

Collection

Ya hOO 2 etc. ) Collection

PINWALE,
NUCLEON,
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Massive Surveillance vs. Human Rights

What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

* E-mail
* Microsoft (Hotmail, etc.) ¥\ haleguideosyolce
. Google * Videos
. Yahoo! Photos

Stored data

» Facebook VoIP
* PalTalk File transfers
* YouTube Video Conferencing
* Skype « Notifications of target activity — logins, efc.
« AOL * Online Social Networking details
* Apple + Special Requests

) The DN Ezzh—
Declaration of Human Rig’llts\

Article 12:

No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks
upon his honour and reputation.
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Source : The Truman Show
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Source : appledaily, 2015.04.25
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USA Today
2015.06.03

The New York Times
2015.06.03

$200 . g 1 : THE NATION'S NEWS

\ USA
TODAY
06.03.15

A GANNETT COMPANY

adream matchup
for the sport, fans
and marketers

HOTOS 87 USA TOORY SS0RTS

Senate passes Freedom Act,
Obama signs it into law

Erin Keily
USA TODAY

Washington Edition

*
Today, occasional rain and drizzle,
e e 0 ' 1 high 66. Tonight, plenty of clouds, &
couple of showers, low 61. Tomor-
row, a shower or thunderstorm,

high 73. Weather map, Page AlS.

S D s WEDNESDAY, JUNE 3,2015 $2.50

U.S. SURVEILLANCE
IN PLACE SINCE 9/11
ISSHARPLY LIMITED

Senate and Obama End Bulk Storage of
Phone Data — a Blow to McConnell
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[Laura DeMardis, 2013; revised by Dr. Kenny Huang)
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".... The big question is this: how do we design
systems that make use of our data collectively to
benefit society as a whole, while at the same time
protecting people individual? Or..... how do we find
a "Nash equilibrium" for data collection "

T ]‘ 0

Lwestion”
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