ERRENERB RS .

Bob Hung
Trend Micro TW/HK GM




HERFAIRES

Open Data @ Smart Agriculture
O Internet of Things @

Smart Smart
Retail Home
Smart L v ; 0

Mobility e LSRRt sl Education

@ swarrary O

Smart Grid/
Smart Health Smart Energy

@ Smart Government @

2 Copyright 2015 Trend Micro Inc. ”

=—
-0
om
22
o] w)



3

Copyright 2015 Trend Micro Inc.

Smarter Al

Less human
involvement

More tightly
connect to

internet

More smart

More loT
devices

services

==
-A
om
22
Slw)



2 ZIRPHIE SRS

- BEZPNENE
— IoT &l ~ Bl ~ 1TEIRE - BRNETE
¢ E%g}ﬂﬁqmﬂﬁﬁziﬂ% Channel

File LAN WWwW Email Database Mobile Internet based

- HHIAS (ZEDH ) /N

— IRFFMEAE (= ZEP%ﬁ)
- ER ©@0006000

( =ERaL) et

- BEXEMNTE
— EANEIRFE - -

.« BRRAHYREIBE 3 | T
— BZENEInRRTS

s Copyright 2015 Trend Micro . @) TREND




5

Copyright 2015 Trend Micro Inc.

==
-A
om
2 Z
Slw)



3 SRR AIFE A Z= 45




50

=

=y

2

Zmsmbl)

.\

=

6F ¢ B4

’

ies p 201

New Ransom Families

New Ransom Famil
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PE File Features — 35 Kinds in Total (1/3)

Opcode

Moy

OR
JHP

Import table

35fb2dae. 0044600

1]
,FFFEFFFF

LER m ~OWORD PTR | -nﬁ.ﬂnﬂ'
pusH| EDT -

T 3Sfb2dae.B0453842

PUSHAD MOV LEA PUSH OR JMP

EEE—
Unigram

FindFirstFile 1
FindNextFile 2
WriteFileEx 443
Others->Hash | ...

count
@0

75-

25-

[ i ]
25 50 7.5
1024x1 Vector

"

1024x1 Vector
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PE File Features — 35 Kinds in Total (2/3)

Ransom-Tescrypt

Size:

326144 bytes

Ransom-Tescrypt.H
Size: 196380 bytes

~ | 1028a4278cf7ac53ad46ec413b0f85¢ ~ @ o [E] 2016/3/18 2834 22327 2c7dca2 -~ o G (] 201673/ ik
mov al, [esit+Ox2] - mov al, [esi+Ox2]
mow [edi+0x2], al mowv [edi+0x2], al
mov al, [esi+0xl] mov al, [esi+0xl]
shr ecx, Ox2 shr ecx, Ox2
mov [edi+oxl], al mov [edi+oxl], al
suk esi, 0x3 suk esi, 0x3
—_ subk edi, 0x3 subk edi, 0x3
= cmp ecx, Oxg8 cmp ecx, Oxg8
— ib Oxl2a6% ib Oxl2bée
= std std
— rep mowsd rep mowsd
[ cld cld
L jmp dword [edx*4+0x413b50] jmp dword [edx*4+0x413c90]
— lea ecx, [ecx] lea ecx, [ecx]
— inc esp inc esp
cmp eax, [scx] cmp al, 0x4l
dec e=p
= cop eax, [ecx] add [esp+edi+0xd4l], cl
push esp add [espredi+0x41], dl
— cmp eax, [ecx] add [esp+edi+0x41], bl
= pop esp
- cop eax, [=cx] 2dd [esp+edi+0x41], =h
cop eax, [fs:ecx] add [esptedi+0x4l], ch
— insb
= cmp eax, [ecx] add [esp+edi+0x41], dn
iz 0x1Zb7c
inc ecx
1 add [edi-0x74ffbec5], al || =e¢ reai-ox7arsbecs], a1
F — || ine esp —|| 1inc esp
|E| mov ds, [ecxtecx*a] mov ds, [ecxtecx*a]
< n inc esp inc esp
invalid invalid
sbb al, OxZb sbb al, OxZb
inc esp inc esp 4589
mov ds, [eax] mov ds, [eax]
mov [edit+ecx*4+0x18], eax mov [edit+ecx*4+0x18], eax
mov eax, [esitecx*4+0x14] mov eax, [esitecx*4+0x14] 41
mowv [editecx*4+0x14], eax mowv [editecx*4+0x14], eax
mowv eax, [esit+ecx*4+0x10] mowv eax, [esit+ecx*4+0x10]
mov [edit+ecx*4+0x101, eax mov [edit+ecx*4+0x101, eax
mov eax, [esitecx*4+0xc] mov eax, [esitecx*4+0xc]
mov [edi+ecx*4+0xc], eax mov [edit+ecx*4+0xc], eax
mowv eax, [esitecx*4+0x3] mowv eax, [esitecx*4+0x3]
mov [editecx*4+0x38], eax - mow [editecx*4+0x8], cax

SHAL:

1028a4278cf7ac53ad46ec413b0ff85e45e2c¢751

SHA1: 858e2834e63c2e32788a3382c7dc427f7aa330c6
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PE File Features — 35 Kinds in Total (3/3)

Ransom-Tescrypt Ransom-Tescrypt.H
Size: 326144 bytes Size: 196380 bytes

Normaliz Count

Opcode

Normaliz Count

1024X1 Vector 1024X1 Vector




=Pl E:

2017726 Gartner Reprint

15T

B =TT

Sophos ® Tren; Micro
]

X Gen

MNTEST

The Independent IT-Security Institute

99.48% : Trend Micro
Office Scan

9113% 91.77%

Microsoft System
Center Endpoint
Protection

Vendor Average

Intel Security ®
antec K: Lab
Microsoft .. Sy gl
@
Esel '@ Cylance
. ) @
360 Enterprise Security Group [ ] SentinelOne
[ F-Secure Carbon Black
Panda 5ecumy= @  CrowdStike
® Invincea
Webroot
Ahnlab. Malwarebytes @ [ )
= Palo Afto Network:
5 Bitdefender ® alo Ao Networks
L)
=
w G Data Software Comado
o
=
> [
=
—
==}
<
COMPLETENESS OF VISION e As of January 2017

Source: Gartner (January 2017)

==
-A
om
2 Z
Slw)



Thank you!
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